
Services Available
• Network port security / port filtering

• IP address range filtering — limiting access to devices 

• Password complexity requirements — changing default usernames and passwords

• Review of firewall rules

• Incident response upon vulnerability detection

• EFI® security white paper review

• Fiery® server configuration — server configured based upon security requirements

• Data encryption

• Security awareness training

• Patch installation / Windows®

Outcome
Information security threats are becoming more advanced and stealthier every day.  
Ricoh is committed to offering products that protect your assets and harmonize with 
your environment and policies. Ensuring security requires understanding what to 
look for within the settings of the devices on the network and making the necessary 
adjustments to maintain the fleet properly. Security conformance ultimately means 
more confidence that the fleet OS is secure, and the data security policies and standards 
are in compliance.

Duration
Ongoing monthly or quarterly.

Ricoh, a global technology company specializing in office imaging equipment, production print 
solutions, document management systems and IT services, is dedicated to helping you address 
unique and varied security challenges as they emerge. 

Target Customer 
Environments
• Commercial Printers

• Federal Government 

• Financial 

• Pharmaceutical 

• General Office 

• High-tech 

• Law Firms 

• Accounting 

• Medical/Hospitals 

Security 
Conformance

Ricoh has developed a comprehensive suite of solutions to provide our customers 
with a range of security options to meet the specific needs and protocols of their 
environments. These solutions help protect printed and electronic data content against 
opportunistic or targeted threats, both internal and external.

Assessing your vulnerabilities, establishing security objectives and taking appropriate countermeasures will help minimize  
the risk of potentially serious breaches, and at the same time enable you to document your security compliance initiatives.



Questions: 
If you answer “No” to any of the questions below, contact the Ricoh Professional Services Team. 
If you are not a current Ricoh Production Print customer, visit TakeaLookatRicohProduction.com 
and use the “contact us” form to send a request.

1

Are you fully confident in 
your handling of personally 
identifiable information 
(PII)?

4

Does your internal IT 
security team manage the 
Ricoh print production 
devices?

2

Are you equipped to handle 
all of the potential security 
issues on your own?

5

Do you have clear procedures 
for backing up data and for 
maintaining and updating 
software of the print 
production devices?

3

Are you aware of the 
current vulnerabilities your 
print business faces?
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